Decentralized Privacy-Preserving Platform for Clinical Data Sharing and Analysis.
Collection and management of clinical data for administration and analysis is a time-consuming and complex task, especially when multiple data providers been involved. Even if people are willing to take on the burden for it, there is still no mature solution to protect data privacy for distributed data providers. Distributed ledger is an emerging technology that supports decentralized data sharing and management. Based on this, we present a platform which enables distributed and truthful data collection and serves privacy-preserving needs in clinical data management. Our system, built on Hyperledger Fabric, used smart contract to execute data aggregation and provide basic analysis methods. The system used ledger and world status to record data access history and other metadata. This decentralized platform enables data providers to proactively share and protect their data, Thus can simplify clinical data collection procedure and promote efficient collaboration between providers.